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Introduction

* This device from Lansen is a lightweight gateway that is made for receiving wM-Bus data and transmit the data
using LTE M1 or CAT1/4G, depending on variant, to an MQTT server.

* The data received is timestamped and once connection to the MQTT service is active the data is transmitted to
the specified MQTT server.

* To maintain full data integrity, the dataflow through the gateway is NOT decrypted. No encryption keys for the
dataflow are stored in the gateway, however, the configuration of the gateway can be protected using a unique
AES128 encryption key which is preprogrammed into the gateway during production. This ONLY protects the
configuration data.

*  Packets are sent with Quality of Service (QoS) set to 0, i.e., the MQTT server should not reply on messages.
TCP/IP is handling transmission, ACK, and quality of service automatically.

* The gateway can be configured over the wM-Bus interface using, for example, a Lansen USB-dongle (LAN-
WMBUS-D1/D2-TC), through a USB-C cable, a wM-Bus compatible transceiver, or via the MQTT interface.

* The gateway can run either on mains power or battery.

* The gateway support in-field upgrade of the firmware. The upgrade can be requested by the MQTT or wM-Bus
interface.

MQTT traffic

This document describes how to interpret data packages from a gateway which support Message Queueing
Telemetry Transport (MQTT).

Note: The number 01234567 below is an example of a serial number for a gateway.
Data is posted from the gateway on topic LAS/W/D/01234567.

Configuration to the gateway should be posted on topic LAS/W/C/01234567.
Response of configuration from the gateway are posted on topic LAS/W/R/01234567.
Gateway ready to accept configuration data is posted on topic LAS/W/1/01234567.

Packets are sent with Quality of Service (QoS) set to 0, i.e., the MQTT server should not reply on message. TCP/IP is
handling transmission, ACK, and QoS, automatically.

If connection is lost, data is stored on the gateway in its flash memory. This is also the case for battery driven
devices.

If connection is lost during a transmission the gateway will resend the not yet delivered telegram to the server once
connection is active again.

Below is an example packet as sent from the gateway where wM-Bus data is in blue and the MQTT header is in red.
The received WMBUS packet in yellow.

30A00100104C41532F572F442F30303034363135336888886808FD 7297420400333008B32580000000C78536104 0006
6D 58 84 95 DE 26 5B 01 FD 71 A3 8C 407897 42 0400 81 40 FD F1 94 74 00 OD FD 3B 55 54 44 33 30 97 42 04 00 0B 32 7A C4 00 00 40 2F 2F
04 FD 3AD3 C4000082 40 FD 3A 1E01 02 FD OF 95 00 81 80 40 FD 3A 00 84 CO 40 FD 3AA699 000042 FD 3A 190082 01 FD 3A 87 05 C1 01
FD 3A 7F 82 02 FD 3A E0 01 06 6D 1A 04 95 DE 26 00 02 FD 46 0B OD B2 16
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Packet sent by gateway with wM-Bus container

The data is packed into a wM-Bus container data record which is represented by the table below.
Example packet complete MQTT packet:

Information
DR1 Represents the time when package was received
DR2 Represents the signal strength for the reception of the received package
Note: Interpret the value using two’s complement.
DR3 If packet was from a repeater the repeater serial number is written here, otherwise this value is OXFFFFFFFF
DR4 RSSI_vaIue that the repe_ater received the pgcket. _
Relative RSSI 0-100, 0 is the best and 100 is the worst. OXFF means the value is not used.
DR5 Wireless M-Bus data received.
Byte No. | Field Name Content Info By Layer
(example)
1 Start Start-byte 0x68
2 L-Field Telegram length If packet is longer than 255 then both 0x45 é
L-fields should be added, otherwise .
3 L-field Telegram length the L-fields are the same. 0x45 <
4 Start Start-byte 0x68 8
5 C-Field ACC-DMD 0x08
6 A-Field Primary addressing OxFD = Use secondary addressing OxFD
7 Cl-Field Long header (0x72) 0x72 \
8 ID-Field Identification number (LSB) 0x00
9 ID-Field Identification number 0x11
10 ID-Field Identification number Example: 33221100 0x22
11 ID-Field Identification number (MSB) 0x33 =
12 Manufacturer | Manufacturer code (LSB) LAS 0x33 8_
13 Manufacturer | Manufacturer code (MSB) 0x30 2
14 Version Version 0x07 o
15 Type Device type 0x1B =
16 Acc. Access number 0x01
17 Status Errors and alerts 0x00
18 Config. Configuration field . . 0x00
19 Config. Configuration field Example: Encryption off 0x00
20 ID-Field DIF 8-digit BCD 0x0C
21 ID-Field VIF Fabrication number 0x78
22 ID-Field Gateway serial number (LSB) 0x08
23 ID-Field Gateway serial number ) 0x00
24 ID-Field Gateway serial number Example: 00000008 0x00
25 ID-Field Gateway serial number (MSB) 0x00
26 DR1 DIF 48-bit integer 0x06 licati
27 DR1 VIF Time Type | format 0x6D App Ication
28 DR1 Received time (LSB) 0x02
29 DR1 Received time 0x01
30 DR1 Received time 0xCO0
31 DR1 Received fime Example: 2000-01-01 00:01:02 Ox0L
32 DR1 Received time 0x01
33 DR1 Received time (MSB) 0x00
34 DR2 DIF 8-bit integer 0x01
25 DR2 VIF Extension OXED
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RSSI

Example: 118
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Sending configuration packets to a gateway

This chapter describes how to send configuration packets to a gateway. The packet is always sent to the topic
LAS/W/C/12345678 where 12345678 is the serial number of the gateway.

Date: 2025-05-26

Note: Alternative 1 needs to be used if a gateway has been enabled to only accept encrypted configuration packets.

Alternative 1: M-BUS header for encrypted and non-encrypted configuration packets
The following header is supported by the gateway and can be used for sending both AES128 encrypted and non-
encrypted configuration packets.

The serial number in bytes 12-15 must be the serial number of the gateway that should be configured, i.e., the same
serial number that is in the MQTT configuration header.

The access number, byte 20, should be incremented by 1 for each packet sent to the gateway for optimal security.
However, it will still work even if the same access number is always used.

Note: After the header, the configuration data is added — The configuration data is also referred to as ENAPI Data.
Configuration of the gateway is sent in the same way both on the MQTT as with the dongle. An NDA is required to
receive the commands and the structure.

Byte No. | Field Name Content Info Byte data Layer
(example)

1 L-Field Length of data

2 C-Field SND-UD2 0x43

3 M-Field Meter Manufacturer Code LAS 0x33 v

4 M-Field Meter Manufacturer Code 0x68 =

5 A-Field Serial number BCD (LSB) O0x0A Tlcs

6 A-Field Serial number BCD 0x0A =

7 A-Field Serial number BCD Example: 0AGAGAOA O0x0A 8

8 A-Field Serial number BCD (MSB) O0x0A

9 A-Field Version Example: 00 0x00

10 A-Field Device type Example: 00 0x00

11 Cl-Field Long network header 0x5B

12 Ident Nr. Gateway serial number BCD (LSB) 0x78

13 Ident Nr. Gateway serial number BCD 0x56

14 Ident Nr. Gatewa; serial number BCD Example: 12345678 0x34

15 Ident Nr. Gateway serial number BCD (MSB) 0x12

16 Manufacturer Manufacturer code (LSB) LAS 0x33 -

17 Manufacturer Manufacturer code (MSB) 0x30 o

18 Version Version (Ignored by gateway) This can be set to any value OxFF &

19 Device type Device type (Ignored by gateway) This can be set to any value OxFF %
S

20 Access number. | Access Number to gateway 0x75 —

21 Status Errors and alerts 0x00

22 Config. Configuration field . . 0x00

23 Config. Configuration field Example: Encryption off 0x00

24 AES-verify Encryption verification Ox2F

25 AES-verify Encryption verification Ox2F
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Alternative 2: M-BUS header only for non-encrypted configuration data.

This format is easier, compared to previous alternative, but only supports non-encrypted configuration data. The
Access number, byte 12, should be incremented by 1 for each packet sent to the gateway for best security.
However, it will still work even if the same access number is always used.

Note: After the header, the configuration data is added — The configuration data is also referred to as ENAPI Data.
Refer document Bridge_ENAPI_Commands_B4 for detailed instruction about each ENAPI command. Configuration
of the gateway is sent in the same way both on the MQTT as with the dongle. An NDA is required to receive the
commands and the structure.

Byte Byte data

Field Name | Content Info Layer

No (example)
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The response from the gateway
The packet is always sent to the topic LAS/W/R/12345678 where 12345678 is the serial number of the gateway.

Note: After the header, the configuration data is added — The configuration data is also referred to as ENAPI Data.
Refer document Bridge_ENAPI_Commands_B4 for detailed instruction about each ENAPI command.

Byte No| Field Name | Content Byte data
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Short Status packet
The packet is always sent to the topic LAS/W/S/12345678 where 12345678 is the serial number of the gateway.

A short status packet contains information and settings about the gateway and the packet is sent at regular
intervals.
In other words, a short status packet is sent:

e Every 12 hours over the MQTT interface.
e Onevery new connection to the MQTT server.

Note: Information in DR1 — DR8 below are the same as for the repeater.

DR1 Software version of gateway
DR2 Revision of the gateway modem
DR3 Hardware model
DR4 Hardware version
DR5 Current battery level. Battery level is always 3600 for battery version and 5000 for mains version
DR6 Number of seconds for which the modem has been active
DR7 Timestamp for last change done on the gateway configuration
DR8 Timestamp for last change done on the gateway meter list
Byte No. | Field Name |Content Info Y CEE Layer
(example)
1 Start Start-byte 0x68
2 L-Field Telegram length If packet is longer than 255 then 0x45 =
- both L-fields should be added, .
3 L-field Telegram length otherwise the L-fields are the same. 0x45 -
4 Start Start-byte 0x68 IS
5 C-Field SND_NR 0x44 a
6 A-Field Primary addressing OxFD = Use secondary addressing OxFD
7 Cl-Field Long header (0x72) 0x72
8 ID-Field Identification number (LSB) 0x00
9 ID-Field Identification number 0x11
10 ID-Field Identification number Example: 33221100 0x22
11 ID-Field Identification number (MSB) 0x33 —
12 Manufacturer |Manufacturer code (LSB) LAS 0x33 é_
13 Manufacturer |Manufacturer code (MSB) 0x30 2
14 Version Version 0x07 ©
15 Type Device type 0x1B —
16 Acc. Access number 0x01
17 Status Errors and alerts Example: Low battery 0x04
18 Config. Configuration field . . 0x00
19 Config. Configuration field Example: Encryption off 0x00
20 DR1 DIF 16-bit integer 0x02
21 DR1 VIF Extension table OXFD Version of the
22 DR1 VIFE Version OxO0F gateway
23 DR1 Value (LSB) Example: 120 (0x0078) 0x78
24 DR1 Value (MSB) 0x00
25 DR2 DIF Variable Length 0xCD
26 DR2 DIFE Storage 11 0x05 Revision of the
27 DR2 VIF Extension table OxFD Modem
28 DR2 VIFE Dimensionless 0x3A
DR2 Modem revision string length (10- 0x11
29 LVAR 35 bytes)
30 DR2 Revision Ascii string (LSB) 0x32
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31 DR2 Revision Ascii string 0x33
32 DR2 Revision Ascii string 0x37
33 DR2 Revision Ascii string 0x34
34 DR2 Revision Ascii string 0x42
35 DR2 Revision Ascii string 0x30
36 DR2 Revision Ascii string 0x31
37 DR2 Revision Ascii string Example: 2374B01SIM767XM5A 0x53
38 DR2 Revision Ascii string 0x49
39 DR2 Revision Ascii string 0x4D
40 DR2 Revision Ascii string 0x37
41 DR2 Revision Ascii string 0x36
42 DR2 Revision Ascii string 0x37
43 DR2 Revision Ascii string 0x58
44 DR2 Revision Ascii string 0x4D
45 DR2 Revision Ascii string 0x35
46 DR2 Revision Ascii string MSB 0x41
47 DR3 DIF 8-bit integer 0x01
48 DR3 VIF Extension table OxFD Hardware model
49 DR3 VIFE Model version 0x0C
50 DR3 Value Example: 0x01 0x01
51 DR4 DIF 8-bit integer 0x01
52 DR4 VIF Extension table OxFD Hardware version
53 DR4 VIFE Hardware version 0x0D
54 DR4 Value Example: 0x01 0x01
55 DR5 DIF 16-bit integer 0x02
56 DR5 DIFE Extension table OxFD Current battery
57 DR5 VIF Voltage (mV) 0x46 level
58 DR5 Value (LSB) Example: 3600 (0x0E10) 0x10
59 DR5 Value (MSB) OXOE
60 DR6 DIF 32-bit integer 0x04
61 DR6 VIF Operating time seconds 0x24
62 DR6 Value (LSB) Example: 9173511 seconds 0x07 Number of seconds for
63 DR6 Value OxFA which the modem has
64 DR6 Value 0x8B been active
65 DR6 Value (MSB) 0x00
66 DR7 DIF 32-bit integer
DR7 VIF Timestamps in secgnds f_or last
67 change of the configuration
68 DR7 Value (LSB) Example: 1737368574 seconds
69 DR7 Value Timestamp
70 DR7 Value for configuration
71 DR7 Value (MSB)
72 DR8 DIF 32-bit integer
DR8 VIE Timestamps in secon_ds for last
73 change of the meter list
74 DR8 Value (LSB) Example: 1737368575 seconds
75 DR8 Value
76 DR8 Value
77 DR8 Value (MSB)
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Status packet

A status packet contains information and settings about the gateway and the packet is sent at regular intervals.
In other words, a status packet is sent:

e Every 12 hours over the MQTT interface.
e Onevery new connection to the MQTT server.
e Every minute over the wM-Bus interface (default in C mode, frame format A).

Note: Information in DR1 — DR24 below are the same as for the repeater.

DR1 Total number of packets transmitted over MQTT since power up
DR2 Used routing slots (maximum 2000) used (whitelist devices).
DR3 Software version of gateway
DR4 Is the bridge listening now? (1=Yes, 0=NO)
DR5 Seconds to mode change (Listen—Sleep or Sleep—Listen). Maximum 32767 seconds
DR6 Value on parameter “Listen timer”
DR7 Value on parameter “Pause timer” (0=The gateway will always listen)
DR8 Shows which weekday(s) the gateway is listening. See Table 1 for more information
DR9 Value on parameter “Start time”, shown as minutes after midnight (-1=Not used)
DR10 Current time
DR11 Current battery level. Battery level is always 3600 for battery version and 5000 for mains version
DR12 IMEI number
DR13 ICCID number of SIM-card number
DR14 RSSI in the LTE M1 network (connection between the gateway and the base station)
DR15 Hardware model
DR16 Hardware version
DR17 On time (days) since powerup
DR18 Number of seconds for which the modem has been active
DR19 Number of seconds for which the wM-Bus radio has been in listen mode
DR20 Shows which weekfjay(s) the gateway will upload data_. Se_e Table 1 for more information
Note: Has no function if parameter MQTT Always Online is enabled.
DR21 The time for which_the_modem will upload stored data,_ shqwn as minutes after midnight (-1=Not used)
Note: Has no function if parameter MQTT Always Online is enabled.
DR22 The interval f_or whi_ch the modem will upload data. Maximum 1440 minutes (24 hours).
Can be combined with days to upload data (see DR20).
DR23 Number of NTP server connection retries since last successful NTP connection.
DR24 Shows which month/day(s) the gateway will upload data.
Note: Has no function if parameter MQTT Always Online is enabled.
DR25 Shows which week the gateway will upload data. 1 = Every week, 2 = Every other week, 3 = Every third week etc.
Note: Has no function if parameter MQTT Always Online is enabled.
DR26 Shows which month/days(s) the gateway is listening.
Byte No. | Field Name |Content Info 2 Ui Layer
(example)
1 Start Start-byte 0x68
2 L-Field Telegram length If packet is longer than 255 then 0x45
both L-fields should be added,
3 L-field Telegram length otherwise the L-fields are the same. | 0X45 X
4 | Start Start-byte 0x68 =5
5 C-Field SND_NR 0x44 <
6 A-Field Primary addressing OxFD = Use secondary addressing OxFD 8
7 Cl-Field Long header (0x72) 0x72 +
8 ID-Field Identification number (LSB) 0x00 =
9 ID-Field Identification number Example: 33221100 0x11 %
10 ID-Field Identification number 0x22 =
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11 ID-Field Identification number (MSB) 0x33

12 Manufacturer |Manufacturer code (LSB) LAS 0x33

13 Manufacturer |Manufacturer code (MSB) 0x30

14 Version Version 0x07

15 Type Device type 0x1B

16 Acc. Access number 0x01

17 Status Errors and alerts Example: Low battery 0x04

18 Config. Configuration field . . 0x00

19 Config. Configuration field Example: Encryption off 0x00

20 ID-Field DIF 8-digit BCD 0x0C

21 ID-Field VIF Fabrication number 0x78

22 ID-Field Gateway serial number (LSB) 0x08

23 ID-Field Gateway serial number ) 0x00

24 ID-Field Gateway serial number Example: 00000008 0x00

25 ID-Field Gateway serial number (MSB) 0x00

26 DR1 DIF 32-bit integer 0x04

27 DR1 VIF Extension table OxFD Number of total

28 DR1 VIFE Dimensionless 0x3A packets

29 DR1 Value (LSB) 0x01 transmitted over

2; Bii xz:zg Example: 65793 (0x010101) gzgi ms; usgnce

33 DR1 Value (MSB) 0x00

34 DR2 DIF 16-bit integer + Extension 0x82

35 DR2 DIFE Subunit 1 0x40

36 DR2 VIF Extension table O0xFD Used routing

37 DR2 VIFE Dimensionless 0x3A slots

38 DR2 Value (LSB) _ 0x09

39 | DR2 Value (MSB) Example: 521 (0x0209) 0x02

40 DR3 DIF 16-bit integer 0x02

41 DR3 VIF Extension table OxFD .

42 | DR3 VIFE Version OXOF Software version

43 DR3 Value (LSB) 0x78 of gateway

44 | DR3 Value (MSB) Example: 120 (0x0078) 0x00

45 DR4 DIF 8-bit integer + Extension 0x81

46 DR4 DIFE Subunit 2 0x80 .

47 | DR4 DIFE Subunit 2 0x40 :fszzglgg‘:]%iw

48 DR4 VIF E)_(ten5|(?n table OxFD (1=Yes, 0=NO)

49 DR4 VIFE Dimensionless Ox3A

50 DR4 Value Example: Yes (0x01) 0x01

51 DR5 DIF 32-bit integer + Extension 0x84

52 DR5 DIFE Subunit 3 0xCO0

53 DR5 DIFE Subunit 3 0x40

54 DR5 VIF Extension table OXFD

55 | DR5 VIFE Dimensionless 0x3A fﬁ;gggs to mode

56 DR5 Value (LSB) 0xAB

2; BE? xz:ﬁz Example: 5803 (0x000016AB) gz(l)g

59 DR5 Value (MSB) 0x00

60 DR6 DIF 16-bit integer + Storage 1 0x42

61 DR6 VIF Extension table OxFD Value on =
62 DR6 VIFE Dimensionless 0x3A parameter g
63 DR6 Value (LSB) _ 0x14 “Listen timer” =
64 | DR6 Value (MSB) Example: 20 (0x0014) 0x00 g
65 DR7 DIF 16-bit integer + Extension 0x82 =5
66 DR7 DIFE Storage 2 0x01 <8
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67 DR7 VIF Extension table OXFD

68 | DR7 VIFE Dimensionless 0X3A ;’;g’;:tgr

33 BEZ \\;Z:EZ gll\_/ISS?) Example: 1420 (0x058C) gzgg “Pause timer”

71 DR8 DIF 8-bit integer + Storage + Extension | 0xC1

72 DR8 DIFE Storage 3 0x01

73 DR8 VIF Extension table OXFD Which weekdays

74 DR8 VIFE Dimensionless 0x3A the gateway is
Example: Mondays listening

75 DR8 Value 0x02
Note: See Table 1 for more info.

76 DR9 DIF 16-bit integer + Extension 0x82

77| DR9 DIFE Storage 4 0x02 VAT

78 | DR9 VIF Extension table OXFD gxgmztﬁéwitzgt

79 DR9 VIII:E Dimensionless 0x3A minut’es -

22 BEg x:lzg E"\‘ASSB;) Example: 10:01 (0x0250) gzgg midnight

82 DR10 DIF 48-bit integer 0x06

83 DR10 VIF Time Type | format 0x6D

84 DR10 Current Time 0x02

85 DR10 Current Time 0x01 Current time

86 DR10 Current Time 0xCO

87 DR10 Current Time Example: 2001-0101 00:01:02 0xOL

88 DR10 Current Time 0x01

89 DR10 Current Time 0x00

90 DR11 DIF 16-bit integer 0x02

91 DR11 DIFE Extension table OXFD

92 | DRIl VIF Voltage (mV) 0x46 Iit‘lglem battery

93 DR11 Value (LSB 0x10

94 | DRIL Value EMSEz) Example: 3600 (0x0E10) OXOE

95 DR12 DIF Variable Length 0xCD

96 DR12 DIFE Storage 5 0x02

97 DR12 VIFE Extension table OXFD

98 DR12 VIF Dimensionless 0x3A

99 DR12 LVAR EMEI string length (15 bytes) OxOF

100 DR12 EMEI Ascii string (LSB) 0x34

101 DR12 EMEI Ascii string 0x33

102 DR12 EMEI Ascii string 0x32

103 DR12 EMEI Ascii string 0x31

104 DR12 EMEI Ascii string 0x30

105 DR12 EMEI Ascii string 0x39 IMEI number

106 DR12 EMEI Ascii string 0x38

107 DR12 EMEI Ascii string Example: 012345678901234 0x37

108 DR12 EMEI Ascii string 0x36

109 DR12 EMEI Ascii string 0x35

110 DR12 EMEI Ascii string 0x34

111 DR12 EMEI Ascii string 0x33

112 DR12 EMEI Ascii string 0x32

113 DR12 EMEI Ascii string 0x31

114 DR12 EMEI Ascii string (MSB) 0x30

115 DR13 DIF Variable Length 0x8D

116 DR13 DIFE Storage 6 0x03 ICCID number =

117 DR13 VIF Extension table OxFD of SIM-card =

118 DR13 VIFE Dimensionless Ox3A number %_

119 DR13 LVAR ICCID string length (19-20 bytes) 0x14 2‘
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120 DR13 ICCID Ascii string (LSB) 0x39
121 DR13 ICCID Ascii string 0x38
122 DR13 ICCID Ascii string 0x37
123 DR13 ICCID Ascii string 0x36
124 DR13 ICCID Ascii string 0x35
125 DR13 ICCID Ascii string 0x34
126 DR13 ICCID Ascii string 0x33
127 DR13 ICCID Ascii string 0x32
128 DR13 ICCID Ascii string 0x31
129 DR13 ICCID Ascii strin 0x30
130 DR13 1CCID Ascii string Example: 01234567890123456789 0x39
131 DR13 ICCID Ascii string 0x38
132 DR13 ICCID Ascii string 0x37
133 DR13 ICCID Ascii string 0x36
134 DR13 ICCID Ascii string 0x35
135 DR13 ICCID Ascii string 0x34
136 DR13 ICCID Ascii string 0x33
137 DR13 ICCID Ascii string 0x32
138 DR13 ICCID Ascii string 0x31
139 DR13 ICCID Ascii string (MSB) 0x30
140 DR14 DIF 8-bit integer 0x01
141 DR14 VIF Extension table OXFD
142 DR14 VIFE RSSI 0x71 RSSI in the LTE
Example: -71 M1 network
6 DR14 VElve Note: Calculate this value as two’s L
(2’s) complement
144 DR15 DIF 8-bit integer 0x01
145 DR15 VIF Extension table OxFD Hardware model
146 DR15 VIFE Model version 0x0C
147 DR15 Value Example: 0x01 0x01
148 DR16 DIF 8-bit integer 0x01
149 DR16 VIF Extension table OxFD Hardware
150 DR16 VIFE Hardware version 0x0D version
151 DR16 Value Example: 0x01 0x01
152 DR17 DIF 16-bit integer 0x02
153 DR17 VIF On time days 0x23 On time (days)
154 DR17 Value (LSB) : 0x03 since powerup
155 | DRL7 Value (MSB) Example: 2051 0x08
156 DR18 DIF 32-bit integer 0x04
157 | DR18 VIF Operating time seconds 0x24 Number of
158 | DR18 Value (LSB) 0x07 \S/\?rfi?:?]dtsh?r
159 DR18 Value Example: 9173511 seconds OXFA modem has been
160 DR18 Value (0Ox008BFAOQ7) 0x8B e
161 DR18 Value (MSB) 0x00
162 DR19 DIF 32-bit integer + Extension 0x84
163 DR19 DIFE Subunit 1 0x40 Number of
164 DR19 VIF Operating time seconds 0x24 seconds for which
165 DR19 Value (LSB) 0x07 the wM-Bus radio
166 DR19 Value Example: 9173511 seconds OxFA has been in listen
167 DR19 Value (0x008BFAQ7) 0x8B mode
168 DR19 Value (MSB) 0x00
169 DR20 DIF 8-bit integer + Storage + Extension 0xC1 Shows which
170 DR20 DIFE Storage 7 0x03
: weekday(s)
171 DR20 VIF Extension table OxFD
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172 DR20 VIFE Dimensionless 0x3A gateway will

Example: Monday + Wednesday upload data
173 DR20 Value 0x0A

Note: Refer to Table 1.
174 DR21 DIF 16-bit integer + Extension 0x82 The time for
175 DR21 DIFE Storage 8 0x04 which the modem
176 DR21 VIF Extension table 0XFD will upload stored
177 DR21  |VIFE Dimensionless 0x3A ﬁﬁt:i;eh:;’;’t”e :‘5
178 DR21 Value (LSB) o Ox1E o
179 DR21 Value (MSB) Example: 00:30 0X00 midnight
180 DR22 DIF 16-bit integer + Extension + storage 0xC2
181 DR22 DIFE Storage 9 0x04 .
182 DR22  |VIF Extension table OXFD VTV';]?C'QttiL"an'];g;m
183 DR22 VIFE Dimensionless O0x3A will upload data
184 DR22 Value (LSB) Senialle S0 miES Ox1E
185 DR22 Value (MSB) | 0x00
186 DR23 DIF 16-bit integer + Extension 0x82
187 | DR23  |DIFE Storage 10 0x05 Number of NTP
188 DR23  |VIF Extension table OXFD fg{x:; ‘S:ionnc';elc;;‘:“
T T
191 | DR23  |Value (MSB) Example: 5 000 connecion
192 DR24 DIF 32-bit integer + Extension 0xC4
193 DR24 DIFE Storage 11 0x05
194 DR24 VIF Extension table 0xFD Shows which
195 DR24 VIFE Dimensionless 0x3A month day(s)
196 DR24 Value (LSB) 0x01 gateway will
13; gg;i x::zz Example: First day of the month gzgg pload data
199 DR24 Value (MSB) 0x00
200 DR25 DIF 8-bit integer + Storage + Extension 0x81
201 DR25 DIFE Storage 12 0x06 Shows which
202 DR25 VIF Extension table OxFD weeks gateway
203 DR25 VIFE Dimensionless 0x3A will upload data
204 DR25 Value Example: Every week 0x01
205 DR26 DIF 32-bit integer + Extension 0x84
206 DR26 DIFE Storage 12 0x06
207 DR26 VIF Extension table OxFD .
208 DR26 VIFE Dimensionless Ox3A :/r\]lglc;er\r:voantl;sdays
209 | DR26  |Value (LSB) 0x01 |iste?1ing y
210 DR26 Value Example: First day of the month 0x00
211 DR26 Value 0x00
212 DR26 Value (MSB) 0x00

Table 1: Bit representation for days when gateway is listening

Bit Info

0 (0x01) Sunday

1 (0x02) Monday
2 (0x04) Tuesday
3 (0x08) Wednesday
4 (0x10) Thursday
5 (0x20) Friday

6 (0x40) Saturday
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Ready-for-conf packet
The Ready-for-conf packet is sent from the device every time upload of data from gateway is finished to MQTT. This

indicates that the gateway is ready for configuration via MQTT.

The packet is always sent to the topic LAS/W/1/12345678 where 12345678 is the serial number of the gateway.

Byte No.|Field Name  Content Info Byte data
(example)

Layer
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Indications of a gateway

The device can use both visual indications (LED) and sound indications to show what is currently happening, e.g.,
how the startup sequence is going or if there are any errors after startup.

Visual and sound indications during startup sequence of a gateway
Start by powering on the device. The following will occur during startup:

1 The LED strip (all 4 LED’s) will light up, accompanied by a beep.

2  When the internal flash memory is cleared, the device beeps a second time, the IP-COM LED turns off and the
wM-Bus LED will start flashing, indicating it is listening for incoming wM-Bus data. This also indicates that the
startup sequence is completed. During the first 3-4 minutes after the startup sequence is complete, the device
accepts configuration data, for example, by using a Lansen configuration dongle (LAN-WMBUS-D1/D2-TC).

3 1-2 minutes after the starting sequence is finished the modem tries to connect to the MQTT server using the
settings in the device, this is indicated by the IP-COM LED beginning to blink.

Visual Indications

A gateway use LEDs to indicate different things, see table below.

LED Strip (red circle)
POWER Green | Steady on The device has power.
Blinking 2 Low battery
times/second
POWER Green | All steady on Startup sequence active.
INFO Red
wM-Bus Red
IP-COM Red
INFO Red Steady on wM-Bus radio on/listen for radio packets.
wM-Bus Red Quick flash New packet received by the wM-Bus radio.
IP-COM Red Steady on Active connection to the MQTT server.
Blinking Modem active but not connected to the MQTT Server.
Cellular network LED (red arrow)
Red Flash every 300 ms (0.3 s) The device is sending data.
Red Steady on/Off Not registered to a network, rebooting, attempting to connect to a
+ network.
Flash every 300 ms (0.3 s)
in intervals.

Note: For battery version the LED indication will be turned off after 30 minutes to save power. The indication will be
active again for 30 minutes if waking the device using a magnet.
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Connection sequence to MQTT for uploading data (battery gateway)

This chapter describes the connection sequence for a battery-operated gateway.

Note: The setting ‘Always connected to MQTT must not be set on a battery-operated gateway!

1

Modem is started and immediately searches for an LTE M1 or CAT1/4G network, this can be seen on the IP-COM
LED which will start to flash.

When an LTE-M1 or CAT1/4G network is found, the APN server is retrieved from the network and stored in a
temporary memory.

The modem then connects to the NTP server as specified by the customer.
The default NTP server is pool.ntp.org unless it has been changed.

The modem then tries to connect to the MQTT server.

If connection is successful, then the red IP-COM LED will turn on fully, the NET LED starts blinking every 0.3s and
the gateway starts uploading all stored meter data in its internal flash memory to the MQTT server.

When the upload is complete, the gateway register itself to receive configuration data from the MQTT server
using address LAN/W/C/01234567, where 01234567 is the ID number of the gateway.

Once ready to receive configuration data, the gateway will listen to incoming MQTT configuration data by
default for 30 seconds.

It's possible to extend this time by sending a command to the gateway. Refer to the section Connecting and
working with Lansen Configurator (Battery Gateway) to change configuration time.

Once configuration time is up, the gateway turns off the modem completely and waits until it is time to upload
data again.

Connection sequence to MQTT for uploading data (mains gateway)

This chapter describes the connection sequence for a mains-operated gateway. In this example, the setting ‘Always
connected to MQTT is set to be active.

1

Modem is started and immediately searches for an LTE M1 or CAT1/4G network, this can be seen on the IP-COM
LED which will start to flash.

When an LTE-M1 or CAT1/4G network is found, the APN server is retrieved from the network and stored in a
temporary memory.

The modem then connects to the NTP server as specified by the customer.
The default NTP server is pool.ntp.org unless it has been changed.

The modem then tries to connect to the MQTT server.

If connection is successful, then the red IP-COM LED will turn on fully, the gateway starts uploading all stored
meter data in its internal flash memory to the MQTT server and you can see the NET LED blinking every 0.3s.

When upload is complete, the gateway register itself to receive configuration data from the MQTT server using
address LAN/W/C/01234567, where 01234567 is the ID number of the gateway.

Since the setting ‘Always connected to MQTT is active, the gateway will keep the connection to the MQTT
server active and transmit data immediately when it is picked up on the wM-Bus radio interface. The
configuration interface will also be active all the time so that configuration can be made using the MQTT
interface.
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The device support nano SIM-cards and eSIM. If eSIM is required then the SIM must be mounted during production,
thus must be ordered in advance.

The SIM card must not have any PIN code, thus the PIN must be inactivated.

For improved security, the SIM-card should be locked to the specific modem using the network provider webservice
or similar. There is usually also an option to lock the SIM-card to the first device it is powered up in.

Notes regarding gateway antennas

Different variants of the device come with different setups of the antennas, where it uses either internal or external
antennas on either the wM-Bus or MQTT interface. Typical device name is as below where X1 and X2 is present if the

external antenna interface is used. If not present, then the internal antenna is used instead.

LAN - WMBUS - GW5 - BE/M LR - AlA2 - (X1) - CATM1 - (X2)
CAT1/4G
Manufacturer Input Device BE:Battery LR:Long Range Al:1P40 Optional Output Optional
M: Mains A2: IP65 External External
antenna for antenna for
input output
(WMBUS) (CATM1)

Additional information regarding antennas on the gateway:

* The gateway uses one broadband antenna to cover all LTE-M1 or CAT1/4G bands, either with internal or

external antenna.

e If the internal input (wM-Bus) is used, then two internal antennas are used for maximum range in all direction.
The wM-Bus radio listens using one antenna at a time and change antenna every 25-35 seconds.

Power consumption
The device has four main power consumption modes with a typical consumption as seen in the table below.
Mode Current consumption
Sleeping, only the time clock is running. 20 UA
Radio for wM-Bus active and receiving data. 12 mA
Modem is active and transmitting data. 150 mA
Modem is on idle, waiting for configuration data. 24 mA
Battery leakage 760 mAh

Note: The status packet contains some information about how much time a device has spent in different modes.

Note that all timers reset to 0 on power cycle.

1)

Total on time since powerup

2) Total active time for the radio (wM-BUS)

3)

Total Time modem has been on.
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Battery lifetime (battery gateway)

Since the battery driven gateway has a large super capacitor to assist the battery, it is hard to measure the true
battery voltage to determine the service life left on the device. One method to determine the lifetime to get an
early warning is by using calculations based on how long the device has spent in the different modes as defined in
chapter Power consumption.

Note: The total battery capacity of the battery is 38000 mAh.

EXAMPLE
The device has been running for 1 year and we want to know the remaining lifetime with the same usage as the first
year. The settings and the total time in different modes of the device has been as follows:

Setting:
e Modem uploads data every day.

e Radio (WM-Bus) active 15 minutes/day.
e Total on time since powerup 365 days.
e Radio (wM-Bus) active 328500 seconds (15 minutes per day for 365 days).

e Modem active 21900 seconds (one minutes per day for 365 days).

To get the power consumption for each mode, the equation below is used.
powerConsumption = timelnSeconds - currentConsumption

Sleeping mode power consumption:
Total on time since powerup is 365 days. Convert this to seconds as below.
timelnSeconds = 365 days - 24 h/day - 60min/h-60sec/m = 31536 000s

The current consumption, according to chapter Power consumption, when the device is sleeping, is 20 uA. Inserting
the time calculated above with the power consumption in the first equation gives:

totalPowerConsumption = 31 536 000s-20 uA = 630 720 000 uds = 630720 mAs

Convert this value to mAh by dividing the result by 3600.

630720 mAs

consumptionSleeping = 3600 - 175.2 mAh

Radio (wM-Bus) active power consumption:

Total time is already in seconds so we can calculate the total power consumption immediately since the power

consumption when radio is active is 12 mA, according to chapter Power consumption.
totalPowerConsumption = 328500s - 12mA = 3942000 mAs

Convert this value to mAh by dividing the result by 3600.

) ) 3942000 mAs
consumptionRadio = —3g00 - 1095 mAh
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Modem active power consumption

Total time is already in seconds so we can calculate the total power consumption immediately since the power

consumption when radio is active is 160 mA, according to chapter Power consumption.
totalPowerConsumption = 21900s-160 mA = 3 504 000 mAs

Convert this value to mAh by dividing the result by 3600.

3504 000 mAs

consumptionModem = 3500 - 973.3 mAh

Battery leakage:
The battery leakage is given as 760 mAh, according to chapter Power consumption.

Total consumption year 1:

totalPowerConsumption
= consumptionSleeping + consumptionRadio + consumptionModem + batteryLeakage

=175 + 1095 + 973 + 760 = 3003 mAh

Therefore, the device has used 3003 mAh in one year. This means that the currently available capacity left is:
availableCapacity = 38000 mAh — 3003 mAh = 34997 mAh

To get expected lifetime left, we take the above calculation and divide by the totalPowerConsumption after a year.
expectedLifetime = availableCapacity/totalPowerConsumption = 34997 mAh/3003mAh = 11.65 years
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Using program Lansen Configurator for configuration of the gateway

The Lansen Configurator can be used to configure the gateway via the 868 MHz wM-Bus interface with a Lansen
configuration dongle (LAN-WMBUS-D1/D2-TC), directly via the MQTT server, or using a USB-C wire directly inserted
into the gateway.

Note: To configure the device via the MQTT server, the device must first be connected to the MQTT server which
requires all MQTT settings to be set correctly.

Access Password

An Access password is needed to get access to device settings once a connection has been done. There are 3
different customizable passwords that determine the level of access to the device. These passwords can be found on
www.lansenonline.com.

After 15 minutes of inactivity, you have to login with your password again unless you are logged in through MQTT.
You can change password 1-3 in the tab “Change access password”.

Cument access  Change access password

Cumenrt access groups:  Mone

Access password:

Loagin

Cumert access  Change access passward

Old access password: | |

Mew access password: | | |;’-".ccess password 1~

Change

Access Groups

Access groups determine which groups of parameters you are permitted to access in LansenConfigurator. Each
password can be freely configurable to have access to one or several “Access groups”.

Should you attempt to alter a parameter not included by your access group you will receive a popup letting you
know which access group you need.

If you are logging in with MQTT you will instantly be granted all access groups without the need of a password.

Curent access  Change access password

Cument access groups: 1,2, 3

Access password:

Login


http://www.lansenonline.com/
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Connect to the gateway over wM-Bus interface using Lansen USB-dongle
To connect to the gateway using a Lansen configuration dongle (LAN-WMBUS-D1/D2-TC), perform the steps below.

Select the Type ‘Dongle’ and click Connect.

If the program fails to connect to the dongle, try to select the com-port manually by changing the field from ‘Auto’
to the com-port of the dongle.

If the program still fails, it might be that the computer has failed to download the correct driver. In this case, visit
our webpage (http://www.lansen.io/download/) and download the corresponding driver for the dongle you have.

gl Lansen Configurater / Connect to using dongle or MGTT - ] X

LANSEN

| UART wMaTT

COMport: |Aute ~ [Connect LAN-WMBLS-D1-TC
Toe

Connect Save credentials English

The below window is shown once the connection to the dongle is successful.

/A Lansen Configurator rev 1.8.0.5 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 20250320

Connected to Dongle with config COMS5 @ 115200 baud, version: 11.5.1.1570 Logtofie: []

Config Repeater / Bridge  Config Pulse Meter Config Pulse Courter  Config Modbus Master Packet Sniffer V2 Custom control

Corfigurs Repester/Bidge D || Connedt Disconnect Note: Enter repeater/brdge 1D example. "01234567 and press Connect.
Make sure that the repeater is listening
A magnet can be used for “waking" the repeater/bridge.

AES ey | Leave empty f no encyption s used |\ ihe biige s battery diven the configuralor il wai for an incoming

connect from the bridge and when that is received read out the settings and

Expected total battery ifet :
pected tota banery listime ysars keep the connection active for x minutes. Supported by bridge rev 113 and newer

Basic | Timers | Routing | Meters | Clock | Bridge |

Curent access  Change access password

Login

Advanced setting: Support S mode

Restart

Apply Changes
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In the sniffer tab, Packet Sniffer V2, you can see all devices in the area as picked up by the dongle.

/A Lansen configurator rev 1.2.0.0 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters date 20220616 - o X

Connected to Dongle with config COM43 @ 115200 baud, version: 11.5.0.1544 Logtofie: []

Corfig Repeater Config Puise Meter Config Pulse Counter  Config Modbus Master | Packet Siffer V2| Custom control

7 Autoscroll [ Only Latest Data
4 Tme RSl lengh (7 o b Type (LLA) e e Fae Lhic P = g e ——
84 2023-02-06 13:50:48:468 |-46 47 AAA 00000257 | 07h Room Sevnsflr [ Fiter Routed By e
85 2023-02-06 13:50:49:291 |-57 79 LAS 04002246 | 03h Carbon dioxide
86 2023-02-06 13:50:49:724 | -39 47 AMA 00000258 | 07h | Room sensor Meters Routed By Columns Keys
87 2023-02-06 13:50:50:022 |-53 90 LAS 00000007 | 0Ah Smoke detector Fitered  Identity Type S
88 2023-02-06 135050289 |42 19 [kam 73003360 | 04h | Unidirect repeater | | ‘MAUDODOZM |Room sensor
89 2023-02-06 13:5050:346 |42 63 |ome 53732003  |41h Heat outlet [J |LAS 00000002 NRoom sensor
90 2023-02-06 135050729 |46 |47 AAA 00000259 | 07h Room sensor [J |AAA00000215 'Room sensor
91 2023-02-06 13:50:50:941 |-82 47 LAS 00079871  |09h Room sensor [J |QDS 90540897 | Heat CostAl
92 2023-02-06 13:50:51:729 | -39 47 AAA 00000260 | 07h Room sensor [J  |AAA00000216 |Room sensor
93 2023-02-06 13:50:51:772 |-38 107 LAS 00070194 1Eh Com controller 00070194 0 True 0 [ |EGA00000017 Room sensor
94 2023-02-06 13:50:51:973 | -79 47 LAS 00079877 | 0Sh Room sensor [0 |AAA00000217 |Room sensor
95 2023-02-06 13:50:52:053 | -84 47 LAS 00079874 | 0Sh Room sensor [0 |AsA00000218 |Room sensor
96 2023-02-06 13:50:52:482 | -58 90 LAS 00000006 0Ah Smoke detector [0 |LAS 21212121 |Doorwindow
97 2023-02-06 13:50:52:718 | -46 47 AAA 00000261 07h Room sensor [0 |HYD 48198072 ‘Co\d water
98 2023-02-06 13:50:53:729 | -39 47 AAA 00000262 07h Room sensor [J |AAA00000220 Room sensor
99 2023-02-06 13:50:54:718 | -46 47 AAA 00000263 07h Room sensor [0 |LAS 00000007 |Smoke detectc
100 | 2023-02-06 13:50:55:630 -66 31 EGA 00000018 05h Room sensor [J |AAA00000221 'Room sensor
101 |2023-02-06 13:50:55:729 |-39 47 AAA 00000264 07h Room sensor [J |LAS 00069198 |Com controllel
102 |2023-02-06 13:50:56:727 | -46 47 AAA 00000265 |07h Room sensor [0 |AAA00000222 |Room sensor
103 |2023-02-06 13:50:57:177 | -50 31 LAS 03007384 |07h Leakage detector [0 |KAM 73003360 |Unidirect repe:
104 |2023-02-06 13:50:57:735 | -39 47 AAA 00000266 | 07h | Room sensor [0 |AAA00000224 |Room sensor
105 |2023-02-06 13:50:58:379 |-90 |31 | SEN 30390952 | 68h Water [J |LAS 00000001 |Unidirect repe:
106 |2023-02-06 13:50:58:805 |-57 46 |LAS 02001964 |07h | Room sensor [0 |LAS 02001964 |Room sensor
107 |2023-02-06 13:50:56:971 | -46 47 ARA 00000267 |07h | Room sensor [0 |AAA00000225 |Room sensor
108 | 2023-02-06 13:50:58:989 -80 |47 LAS 00079872 | 09h Room sensor [0 |EGA00000022 |Room sensor
109 | 2023-02-06 13:50:59:782 |-53 90 LAS 00000007  |0AR Smoke detector [J | AAA00000226 |Room sensor
110 |2023-02-06 13:50:59:977 |-39 47 AAA 00000268 | 07h Room sensor [J |AAA00000227 |Room sensor
m 2023-02-06 13:51:00:425 | -44 37 BMT 15176158 05h Water [ |LAS 02001861 'Room sensor
112 |2023-02-06 13:51:00:608 |-34 79 HYD 48198072 24h Cold water [ |AAA00000228 Room sensor
Y M1 A0 AN14704 | ~rm canbenling

< > < >

e To configure a gateway, go to the tab called “Config Repeater / Bridge” and enter the eight serial numbers,
visible on the label of the gateway, either on the poke protection or on the front of the device.

e Click ‘Connect’. The program will start connecting to the gateway and read out all its data. The process takes 20-
60 seconds.

e If the program is unable to connect, make sure that the gateway is not sleeping and that the gateway and
dongle are at least 1 meter apart, so the radio signal is not too strong. If the gateway is sleeping, then you can
wake the gateway using a magnet to the left of the front label. Then click ‘Connect’ again.

Connected to Dongle with config COMS @ 115200 baud, version: 11.5.1.1570

Config Repeater / Bidge  Config Pulse Meter  Config Pulse Counter  Config Modbus Master  Packet Sniffer W2 Custom control

Corfigure Repeater/Bridge |D | | Connect Disconnect

AES key: | | Leave empty if no encryption is used

Expected total battery lfetime years:

If encryption is enabled on the gateway, then a valid AES-key must be entered in the field marked below, when
connecting, to change settings. Note that it is always possible to read out all settings without the AES-key except for
MQTT settings that will only show the first letter of each setting.

Connected to Dongle with canfig COMS @ 115200 baud, version: 11.5.1.1570

Config Repeater / Bridge  Config Pulse Meter  Config Pulse Counter  Config Modbus Master  Packet Sniffer W2 Custom control

Corfigure Repeater/Bridge 1D | | Connect Disconnect

AES key: | | Leave empty if no encryption is used

Expected total battery lfetime years:




Lansen configuration manual for Lansen wM-Bus GW5 (MQTT) Rev: F Date: 2025-05-26

Connect to the gateway over MQTT interface using Lansen Configurator

Start the Lansen Configurator and select the tab MQTT, as seen below, and enter the settings to the MQTT server to
connect. Example settings can be seen in the picture below.

Host: MQTT server address, for example, my.mqtt.server.

Port: Port number to MQTT server. Typical 1883 for non-encrypted connection.

TLS: Enter if TLS should be used in the connection between Lansen Configurator and the MQTT server.

QoS: Typically set to ‘At least once (QoS 1), depending on your MQTT server the value might need to be changed.
Serial: The serial number of the gateway, for example, 01234567.

Username: The username to connect to the MQTT server.

Password: The password to connect to the MQTT server.

.PFX certificate: When connecting to a gateway using certificates you will need to create and upload a PFX file for
full access.

.PFX password: When generating a PFX file you will need a password for the file, that password should be added
here for the program to access the file.

When everything is filled in, click “Connect”.

| 8 Lansen Configurator / Connect to using dongle or MOTT - [m] X
UART MQTT
Host: |my mqtt server [Connect using MGTT
Port: |3883 [ Custom topics
TLS: |TLS1.2 ~ Data topic; | LAS 2
QoS5 |At least once (305 1) ~ Indication topic; | LAS/ W/
Serial: |12345678 Config topic: | LAS
Usemame |MYUSERMNAME Response topic:  |LAS/W/R/12345678
Password: | MYPASSWORD)|
to create a pfx file for your

Make sure to include CA cert
and/or client cert/key as
needed.

Connect Save credentials English

You are now connected to the MQTT server. In the example below, connection has been made with serial number
99999950 to the MQTT server.

Connected to MQTT with corfig ¥9559550@pf-qzl8t Srdtnag 10Zzch 1n.cedalo cloud: 1883, At most once (Qo5 0)

Config Repeater / Bridae Corfig Pulse Meter Config Pulse Courter  Config Modbus Master  Packet Sniffer V2 Custom control

Corfigure Repeater/Bridge 1D |5555555I} Connect uptime: mir Disconnect

AES key: | | Leave empty if no encryption is used

Expected total battery lfetime years:
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In the sniffer tab, Packet Sniffer V2, one will see all data that are transmitted by the gateway over the MQTT

interface.

/A Lansen Configurstor rev 1.6.1.0 LAN-MBUS-R/R3/R4 Y10 and V11/Bridges/Pulsecounters Date 20231220 - 0 X

Connected to MQTT with cortig 0000001 2@friendy-feguard cloudmatt com: 1883, At least once (@05 1) Logtofie: [

Config Repester / Bridge  Config Pulse Meter  Corfig Pulse Counter  Canfig Modbus Master | Packet Sriffer V2 Custom control

e~ Autoscrol Orly Latest Data
id Time RssI Length mi';\) ISLEL”;)‘ \f\_r.’-\) Type (LLA) tﬁtﬁlg;’wd :anpg) E?i‘a‘g -cllv”;i;: (RP) ;Eslg‘\"fﬂer’ E Fiter Meters H Su:ﬁﬂ o
33 |2024-03-2108:08:01:000 |66 20 LAS 00159185 | 07h Leakage detector | 20202020 0 False 0
[ Fiter Routed By Clearal
34 2024-03-2108:08:01:000 -84 20 LAS 00159218 | 07h Leakage detector 0 False 0 <0
35 | 2024-03-2108:08:02:000 | -52 75 LAS 00000007 | 0Ah Smoke detector 0 False 0 <0 Meters  Routed By Columns  Keys
36 | 2024-03-2108:08:02:000 |-77 0 LaS 00159188 |07h Leakage detector 0 False 0 <0 Fitered Iderty Tyoe ~
37 |2024-03-2108:08:02:000 47 75 LAs 00000006 | 0AR Smoke detector 0 False 0 <0 | W [LAS 00163189 [Electricity |
38 | 2024-03-2108:08:03:000 63 62 DME 53732003 41h Heat outlet 0 False 0 <0 [0 |isT84080118 |water
30 | 2024-03-2108:08:04:000 77 30 LAS 00153218 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00159230 |Leakage detec
40 |2024-03-2108:08:05:000 |-83 30 LAS 00159163 |07h Leakage detector 0 False 0 <0 [] | LAS 00000007 |Smoke detectt
41 |2024-03-2108:08:05:000 |-79 30 LAS 00163118 |0Bh Electricity 0 False 0 <0 [0 |EGD 50004325 |Room sensor
42 |2024-03-2108:08:06:000 68 87 BMT 15701507 | 10h Room sensor 0 False 0 <0 [0 |LAS 00159195 |Leakage dete
43 2024-03-2108:08:00:000 83 20 LAS 00159226 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00163208 |Electicity
44 2024-03-2108:08:10:000 -77 46 LAS 00160664 09h Room sensor 0 False 0 <0 ] |LAS00159202 |Leakage deter
45 |2024-03-2108:08:10:000 |-80 0 LAS 00159200 | 07h Leakage detector 0 False 0 <0 ] |LAS00159197 |Leakage detec
46 | 2024-03-2108:08:11:000 |-93 20 LAS 00159188 07h Leakage detector 0 False 0 <0 [0 |LAS 02001479 |Room sensor
47 2024-03-2108:08:11:000 74 20 LAS 00163206 | 0Bh Eleclricity 0 False 0 <0 0 [LAS 11111111 | Carbon dioxidt
48 | 2024-03-2108:08:13:000 -84 30 LAS 00158171 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00163038 |Carbon dioxidt
49 |2024-03-2108:08:13:000 |-98 30 LAS 00159160 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00000014 |Room sensor
50 | 2024-03-2108:08:14:000 -65 0 LaS 00159160 |07h Leakage detector | 20202020 0 False 0 [] | LAS20202020 |Unidirect repes
51 | 2024-03-2108:08:15:000 |91 20 LAS 00159228 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00159147 |Leakage detec
52 | 2024-03-2108:08:16:000 72 78 LAS 00042582 | DAh VOC sensor 0 False 0 <0 [0 |LAS00159149 |Leakage detec
53 | 2024-03-2108:08:17:000 81 30 LAS 00153212 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00159194 |Leakage detec
54 |2024-03-2108:08:17:000 -54 30 LAS 00000080 | 00h Dooriwindow 0 False 0 <0 ] |LAS00159229 |Leakage detec
55 | 2024-03-2108:08:17:000 -87 30 LAS 00159208 | 07h Leakage detector 0 False 0 <0 [0 |LAS 00163192 |Electicity
56 | 2024-03-2108:08:19:000 |91 78 LAS 00162413 | DAh VOC sensor 0 False 0 <0 [0 |LAS 00000002 |Room sensor
57 | 2024-03-2108:08:20:000 |50 20 LAS 00000031 | 0Oh Dooriwindow 0 False 0 <0 [0 |LAS 00116517 |Room sensor
58 | 2024-03-2108:08:20:000 66 181 LAS 00128923 | 1Eh Comcontraller | 20202020 0 False 0 ] | LAS 00000012 |Com controller
59 | 2024-03-2108:08:20:000 -66 0 LaS 00163098 | 0Bh Electricity 0 False 0 <0 [] |LAS00159208 |Leakage detec
60 | 2024-03-2108:08:21:000 -85 20 LAS 00163185 | 0Bh Electricity 0 False 0 <0 [0 |LAS 00163110 |Electricity
61 | 2024-03-2108:08:21:000 -80 20 LAS 00163186 | 0Bh Eleclricity 0 False 0 <0 [0 |LAS 02000480 |Room sensor
b M1 [uvn 40400079 | Aol wmtar

< > <

To see the settings of the gateway one must first connect to the gateway. This is done by clicking “Connect” and
then all settings will be retrieved from the gateway and displayed in the program.

|
/A Lansen Configurator rev 1.2.0.5 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 20250220 - [m] el

Connected to MQTT with config 93353543@pf-qzl8t5rdtnag 102zch In cedalo cloud: 1883, At most once QoS 0) Logtofile: []

| Config Repeater / Bridge  Config Pulse Meter Config Pulse Counter  Corfig Modbus Master  Packet Sniffer V2 Custom cortral

Corfigure Repeater/Bridge 1D 99999543 I Connect I uptim Disconnect Note: Enter repeater/bridge ID exampls: "01234567" and press Connect
Make sure that the repeater is listening.
i Amagnet can be used for "waking” the repeater/bridge.
|| AESker | Leave empty fno encnption 8 used o, % e bridge is battery ciiven the configuretor wil wait for an incorming
| Expected total battery Ifetime years: connect from the bridge and when that is received read out the settings and

keep the connection active for x minutes. Supported by bridge rev 113 and newer.

Basic | Timers | Routing | Meters | Clock | Bridge |

Cument access  Change access password

Login

Advanced setting: Support S mode

Restart

Apply Changes
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Connect to the gateway using a USB to USB-C cable (wired)

IMPORTANT: When using a wired cable, the cable itself will supply the gateway with power. If you have the battery
connected the cable will override the battery power supply.

To connect to the gateway using a USB to USB-C cable, perform the steps below.

Select the dropdown menu where it says “Dongle” and change the setting to “Wired Connection”.

If the program fails to connect to the device, try to select the com-port manually by changing the field from ‘Auto’ to
the com-port of the wire. Make sure that the startup sequence is finished before connecting by wire.

L/ANSEN

UART maTT

COM-port:  |Auto ~ [Connect LAN-WMBUS-D1-TC

|
Connect Save credentials English -~

To change the settings to the gateway one must first connect to the gateway. This is done by putting in the serial
number which can be found on the poke protection or the front label on the device, then clicking “Connect”. Once
you have connected to the device you can change all the settings and parameters. The packet sniffer will not be
operating when connected through wire.

/A Lansen Configurator rev 1.2.0.5 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 20250320 - [m] bl

| Connected to Wired with corfiguration COM317 @ 115200 baud Logtofie: []

| Config Repeater / Bridge  Config Pulse Meter Corfig Pulse Counter Config Modbus Master Packet Sniffer V2 Custom control  Extended debug

Corfigure Repeater/Bridge 1D 99999543 I Connect I Disconnect Mate: Enter repeater/bridge 1D example: "01234567" and press Connect.

Make sure that the repeater is listening.
i Amagnet can be used for "waking” the repeater/bridge
Leave empty f no enciyplion isused |1 e bridge is baftery ciiven the corfiguratar wil wait for an incoming
Expected total battery lifeti . connect from the bridge and when that is received read out the settings and
pecied ol hatey Tietine years keep the connection active for x minutes. Supported by bridge rev 113 and newer.

AES key:

Basic | Timers | Routing | Meters | Clock | Bridge |

Curent access Change access password

| Login

Advanced setting: Support S mode

Restart

Apply Changes
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When connected through wire you can now also go into a new feature called the “Extended Debug”.

/-\ Lansen Configurator rev 1.8.0.5 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 20250320 - a X

Connected to Wired with configuration COM317 @ 115200 baud Logtofile: []

Config Repeater / Bidge  Config Pulse Meter Corfig Pulse Counter Config Modbus Master Packet Sniffer V2 Custom controlff Extended debug

Disconnect

Leave empty ff no encryption is used

Note: Enter repeater/bridge 1D example: "01234567" and press Connect

Make sure that the repeater is listening

A magnet can be used for “waking” the repeater/bridge.

Note: ff the bridge is battery driven the configurator will wait for an incoming
connect from the bridge and when that is received read out the settings and

keep the connection active for x minutes. Supported by bridge rev 113 and newer.

Corfigure Repeater/Bridge ID[09599541 | | Comneat |

AES key, [
Version.: 30.1015, HW model: 1

Expected total battery lifetime years
N/A (Bridge)

Basic | Timers | Routing | Meters | Clock | Bridge |

Curent aceess  Change access password

Enter the password for the desired access level for wirsless connection access.
While all parameters can be read without & passwaord.
a valid password is required to make changes to the configuration.

123

Current access goups

Access password ] Supported by bridge rev 1013 and newer

Encryption: Enter AES key here if encryption have been enabled on the repeater.
AES key is also needed to enable/disable encryption.

MBUS input mode: Mote: The repeater/bridge accepts C and T mode simultaneous.
Don't set 5 mode if you dont are 1007% sure consult Lansen,

MBUS output mode: the dongle needs to be recorfigured after this change.
OMS compatible modes are T mode Frameformat A and C mode Frameformat A

MBUS output frame format: Kamstrup system use C mode Frameformat B
Min install R551 is the minimum signal strengh a packet must be recieved by a repeater to be added to the routing list

Win install RSSI: @ Value: [0 .. 100], Empty or 0 = not used The valus is a converted value between 0-100 where 100is the repeater RSS! limit and 0is ot used
For example if you only want meters close by to be accepted write the value 70in this field.

Changes to min RSSI requires a restart to take effect
Artenna gain: Net supported Artenna Gain: When using an extemal antenna with Gain there might be needed to lower the output

from the power to stay below the CE regulation.
If you are using a antenna with 3dbi gain you should set the gain to 3to compensate for the gain in the antenna

WMBUS antenna:

Modem antenna:

Apply Changes

This area of the configurator allows you to see the AT commands to further debug and see what is going on with the
gateway if needed, simply select “Enabled” in the top right corner and it will start, granted the MQTT is active on the
gateway. Make sure to disable the extended debugger when you are done looking at the AT commands.

/-\ Lansen Cenfigurator rev 1.7.0.0 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 202401015 Beta - [m] x
Connected to Wired with configuration COM7 @ 115200 baud Logtofie: (] Bowse | | Statlogging
Config Repeater / Bridge  Config Pulse Meter Corfig Pulse Counter  Corfig Modbus Master Packet Sniffer V2 Custom control  Extended debug
Command ASCl| data Debug: [Disabled <] [ Cearal
Commands:

ENAP|_MODEN_TX_INFO T ERAFT MODEM T INFD
206 |2024-11-04 11:35:45.357 | ENAPI_WODEN_RX_INFO | +CCHSEND: 0,0.1,0 ] ENAFI_MODEM_AX_INFO
227 | 20241104 11:35:45:357 | ENAPI_MODEN_RX_INFO | OK ] ENAPI_GENERAL_DBG_INFO
228 2024-11-04 11:35:45:373 | ENAP|_MODEN_TH_INFO | AT+CCHSEND=0,149 %E::}f:—gﬂ:—;g”m‘;mgus
220 |2024-11-04 11:35:45:305 | ENAPI_MODEM_TX_INFO | 070 [LASAVD/Q9999541nzzn?r? 302/ axAP27Imn#T; [7q77@x  ?@?7777CFD307 227 @M7ICI ?@771 7N 22@7: 77 -
230 |2024-11-04 11:35:45:395 | ENAPI_MODEN_RX_INFO >
231 |2024-11-04 11:35:45:395 | ENAPI_MODEN_RX_INFO | OK
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Configuration settings for a gateway

This chapter is the same regardless if the connection has been made using the wM-Bus interface (see chapter
Connect to the gateway over wM-Bus interface using Lansen USB-dongle, the wired connection (see chapter
Connect to the gateway using a USB to USB-C cable (wired), or the MQTT interface (see chapter Connect to the
gateway over MQTT interface )

Once connected to a gateway, the different settings can be seen in the different tabs called Basic, Timers, Routing,
Meters, Clock, and Bridge. Be aware that there will be sub-tabs within some of those tabs for more settings.

/A Lansen Configurator rev 1.8.0.5 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 20250320 — a X

| Connected to Wired wih corfiguration COM317 @ 115200 baud Logtofie: (]

Config Repeater / Bridge  Config Pulse Meter Corfig Pulse Counter Config Modbus Master Packet Sniffer V2 Custom control  Extended debug

Configus Repeater/Bidgs D Connect Discomect | [Nete: Enterrepeater/brdge D example: “U1234567" and press Gannect.
Make surethat the repeateris lstening
Amagnet can be ueed for "waking" the repeater/bridge.
RESkey [ Leave empty fno encoptionisused |12 K ihe bridge s battery ciiven the configurator wil wat for an incoming
Version - 30 1015, HWmodel: 1 Expected total batterylfetime years connect from the bridge and when that s received read out the settings and
| ' N/A (Bridge) keep the connection active for minutes Supported by bridge rev 113 and newer

Basic | Timers | Routing | Meters | Clock | Brdge |

Curent access  Change access password
| Erter the password for the desired accass level for wirsless Gonnection acCess
Cument access goups: 1,2,3 Whil all parameters can be read wihout a password.

a vald password is required to make changes to the corfiguration.

| Access password [ Supported by bridge rev 1013 and newer

| Login
Enter AES key here f encryption have been enabled on the repeater. ‘
[ Encryption [e sncmpton ensbied ~] AES keyis slso neededto encryption.
MBUS input mode: Note: The repeater/bridge accepts C and T mode simultaneous.

Dont set S mode ff you dont are 100% sure consult Lansen,

MBUS output mode. the dongle needs to be reconfigured after this change:
s

| OMS compatible modes are T mode Framefomat A and C mode Frameformat A
| WMBUS output frame format: A~ Vald for oLipit S, Kamstnup system use C mode Frameformat B
| Win install RSS! is the minimum signal strengh a packet must be recieved by @ repeater to be added to the roting lis

Min install RSS| D Value: [0... 100], Empty or 0 =not used The value is a converted value between 0-100 where 100 s the repeater RSS! limit and 0 is not used.
For example if you orly want meters close by to be accepted wite the value 70 in thisfield

Restart Changes to min RSSI requires a restart to take effect
| Antenna gain Net supported Antenna Gain: Vihen Using an extemal antenna with Gain there might be needed to lower the output
from the powerto stay below the CE reguiation
WMBUS antenna; If you are using a antenna with 3dbi gain you should set the gain to 3 to compensate for the gain in the antenna.

Apply Changes

When a setting is changed, it changes color from green to red. To send the setting to the gateway, click “Apply
Changes”.

When a setting is successfully received by the gateway, it responds either with the new setting, if the setting was
accepted, or the old setting, if the setting was not acceptable. The changed setting will then change back to green.

/A Lansen Configurator rev 1.8.0.5 LAN-MBUS-R2/R3/R4 V10 and V¥11/Bridges/Pulsecounters Date 20250320 - a x

Connected to Wired with configuration COM317 @ 115200 baud Logtofie: []

Config Repeater / Bridge  Config Pulse Meter Config Pulse Counter Corfig Modbus Master Packet Sniffer V2 Custom control  Extended debug

Cortigure Repeater/Bidge 1D Errs Disconnect | | Note: Enter repealer/biidge 1D example: "01234567" and press Connedt.
Make sure that the repeater s stening
Amagnet can be used for "waking" the repeater/bidge.
AESkey ‘ Leave empty o encryption isused | e bidge i battery driven the configurator wil waitfor an incoming
Version. 30,1015, HWmodel: 1 Expected total battery etme years connect from the bridge and when th is received read out the seflings and
| ' N/A (Bridge) keep the connection active forx minutes. Supported by bridge rev 113 and newer.

Baso Timers | Routing | Meters | Clock | Brdge |

Listen timers  Global supression timer  Supression timer indexes  Device type supression timers  Custom meter supression timers

| Statttime schedue: Oloezr 2 Wia T We /I [ [ISEl sa Note: Enable absolute fime for the repeater to st listenthe listen timer shall star). f empty f s not used
Then the liten and no liten time is only used. Make sure to sync clock before using the: Skart Time
Note: In a multhop system version Start Tme shall only be set for the repeater dlosest to the GWW

| Repeat start time schedule:  Every week
i ! This sefting can in version 11 be combined with weekdays to specty spectic liten days

| Note: I isten is needed on speciic days. select the desited weekdays and speciy whether the
lsten should occur every week, every other week, every third week, and so on. f liten is requied on
speciic dates instead. choose “On certain dates” instead of "Every week,” then select the required date
and weekdays i necessary. For instance, f lisen is needed on the Tst and 15t of every month, but only
on weekdays (Monday to Fiiday). select *1"and "15" and mark "Mo. Tu. We. Th. Fr." fthe Tst fals on a
weekend and Monday is the Znd. the isten willtake place on the 2nd instead of the st

The lsten time is the tme In mintes the repeater i itening for incoring data before goingto sleep. {Pause Tme).

Listen/pause timers 1 /B Mintes: [0 .. 85000]. 0 = Not used Note for Mains powered repeater st Pause Time to 0 and Listen timer to 1
| f start ime s used and daily reading is wanted set:

I Listen timer min interval ] Housp 25 PauseTimer to 1440 - Liste Timer.

For example f listen timer is 30 minutes set Pause timerto 1410

This setting is not propagated between the repeaters in a multihop system.
Listen timer ma value T Mintes: (0., 2551 but the same sefting muste be used for al repeaters exospt the microRepeater
Magnet/reed timer. Minwtes: [1.. 1000] _
| Marihly reading start time: (] gg.21 = onthe 14 of each morth
Reed Time: ls the number of minLtes the repeater s listening for data after a magnet
Morthly reading iten time: Minutes: [0.. 65000]. 0 = Not used was used to wake the device.Dunng this period the supression timer s ignored for the first 4 minutes

Using this setting a extra reading once per month can be added
This sefting is not propagated between al repeaters and must therefore be set forallrepeaters in a muthop system

Apply Changes
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Settings in the gateway

The following chapter will explain in detail what all the settings that are available mean. Note that all settings are
supported by the Gateway.

Basic-tab
This tab contains the so called “basic” parameters of the gateway such as:

Encryption

Note: This option does not affect the encryption of incoming packets from sensors/meters.

This parameter is used to enable/disable the encryption options for a gateway. By default, the gateway is configured
to not use encryption. This encryption is NOT used for encrypting incoming data packets from sensors/meters, it is
only used for packets sent to the gateway for configuration from, for example, a LAN-WMBUS-D1/D2-TC
configuration device.

Note: The AES key is not needed when configuring the device using an active MQTT connection.

Encryption: Mo encryption enabled W

The different encryption options can be seen by clicking on the arrow marked by a box in the picture above. There
are four options available, see table below. To change from one option to another, the correct AES key must be
written in the field AES key.

Option Meaning

Encryption is not enabled (default).

No encryption enabled When this option is enabled, the user does not need to write a key in the

field AES key to change the other parameters for the GW.

Encryption is enabled.

Enabled for configuration When this option is enabled, the field AES key must contain the correct key

for the GW to apply any parameter changes.

This option enables the OMS time sync.

Enabled: OMS time sync This option needs to be enabled if time synchronization should only be
allowed if the time synchronization packet is sent encrypted. This packet is
sent from the gateway using the OMS time synchronization format.

This option combines the two options above, i.e., Enabled for configuration

Enabled: OMS ti fi i
nabled: OMS time sync and configuration and Enabled: OMS time sync.
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MBUS mode

These settings are used to set the input and output communication format for the gateway.

MEBUS input mode: |T|: V|

MEBUS output mode: ||: v|

MEUS output frame format: |,.ﬂ., - Valid for output 5. - |

By default, the gateway always accepts incoming data in C- and T-mode but the output mode can be changed to S-, C-
, or T-mode with frame format A or B. Recommended use is:

e Input=TC
e Output=C
e Frame format=A

The gateway can listen for sensors in S-mode by first enabling “Advanced setting” and then setting the input mode to
S-mode. Make sure all other configurations of the gateway are done before setting it to S-mode as it will not be able
to configure it afterwards (if using the LAN-WMBUS-D1/D2 to configure the device).

Note: If input mode is set to S, it will not be possible to configure the gateway further until the USB-dongle has been
configured to send in S-mode. Contact Lansen for more information on how to proceed with this.

Note: If input mode is set to S-mode, then the gateway will not receive C- and T-mode data.

Min install RSSI

This parameter is used to ensure only meters with good signal strength is retransmitted by the gateway.

Min install RS5I: 0 | Value: [0.. 100], Empty or 0 = not used

By changing this parameter, you determine the minimal RSSI required from a meter to be accepted into the
gateways internal routing list. This can be used in an environment where multiple gateways are deployed. By using
this setting, only meters with a good connection to the gateway are handled, thus decreasing the risk for data
collision in the air due to less retransmissions by fewer gateways.

The gateway must be restarted after this parameter is changed, otherwise the internal routing list will not be
changed. A restart can be performed by disconnecting and connecting the power/battery again or by clicking on
Restart in Lansen Configurator found under the “Basic” tab.
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Antenna

This setting is used if a gateway has a connected external antenna with a gain.

Antenna gain: Mot supported
WMBLS antenna: |Irrtema| e |
Maodem antenina: |Irrtema| e |

Having a large external antenna, especially with a gain, is advantageous since it allows a gateway to have a better
reception. However, our gateways are built to send on the maximum allowed output power and using an antenna
with gain causes the gateway to transmit with an output power greater than the legal limit.

To counteract this, set this setting to the specified gain on the external antenna and the gateway will lower its output
power to match the gain, thus transmitting at the legal limit. This allows the gateway to use the full potential of the
antenna when receiving while staying at the legal limit when transmitting. This parameter is only applicable to models
which have external antenna on the wM-Bus interface (ending with an -X on the label).

The WMBUS antenna and Modem antenna parameters allows you as a customer to determine if you wish to alter your
GWS5 to use or stop using an external antenna.

Timers-tab

This tab contains parameters for the gateway which are timer-based, such as listen/pause timers and suppression
timers. It is also possible to configure if the gateway should wakeup on specific days, weeks, or dates, e.g., Mondays
or the 15%.

Listen timers

The first tab is for the listen timers. This is where you will decide monthly, weekly, daily, or even specific dates for
the device to wake up. Furthermore, you can alter the magnet/reed timer for how long you wish your device to be
forced to listen when using a magnet.

Start time schedule

This setting is used to control at what time and how often a gateway should start listening on selected weekdays,
weeks, or even specific dates.

This setting is paired with the “Interval” and “Listen/pause timers” settings for how often, during the day selected,
the device should be waking up. E.g., for a mains device the default setting is “Always on” and the device is
constantly listening and sending information.

Start time schedule: O o731 = Mo Tu We Th Fr Sa Su

Repeat start time schedule:  Every week

From left to right in the picture above, they mean:

o Checkbox: When this checkbox is marked, the parameter Start time is active. The gateway will start listening at the
time, intervals, and days specified by the next options.

« Time field: The time set in this field indicates what time (UTC) each day the gateway will wake up and store packets.
The time defined in this field must be equal or less than the chosen period interval. Furthermore, the gateway will be
listening for the time defined in the parameter Listen/pause timers.

» Active days: This option controls which days the gateway is listening. Simply mark the checkboxes for the days the
gateway should be listening and uncheck the others. Here you can select specific dates if the Repeat start time
schedule is set to “On certain dates”. For instance, if uploads are needed on the 1t and the 15" of every month, but
only on weekdays (Monday to Friday), select “1” and “15” and mark “Mo, Tu, We, Th, Fr”. If the 15t falls on a weekend and
Monday is on the 2", the upload will take place on the 2™ instead of the 1%,
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Repeat start time schedule: This allows you to determine the weekly interval for when the device should wake up.
Here you can also select “On certain dates” which further allows you to customize when you want the device to wake
up and send information.

Interval: This option defines how often the gateway will start listening from the time set in the option Time field. This
parameter has a “Custom” alternative where you can specify exact times for the device to wake up or you can
choose between predetermined intervals. This is directly linked to the next parameter “Listen/pause timers”.

Listen/Pause timers: This is linked directly to the “Interval” parameter which allows you, in exact minutes, to
determine the interval of when the device is waking up. E.g., 30/1410 will result in 30 minutes of listen time during a
24-hour period, in this example the “Interval” parameter will be set on 24h.

Magnet/Reed timer: This parameter simply allows you to select for how long the device shall be forced to listen for
wM-Bus and configuration packets when using a magnet to the left of the frontside label of the device.

Monthly reading start time

This setting is a separate timer which is used to wake the gateway at a specific date and time once a month and is
useful in systems where meter data is also needed at a specific date and time every month.

Monthly reading start time: 15:44 =| onthe |igh - | of each month

Marthly reading listen time: |1u | Minutes: [0 .. 65000]. 0 = Not used
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Suppression timer

This setting is used to reduce how often packets from each meter is stored by the gateway and the time can be set in
either minutes or hours. It is a highly configurable parameter with several tabs to allow you freedom to configurate
each sensor/meter or repeater picked up by the gateway.

Listen timers | Global suppression timer  Suppression timer indexes  Device type suppression timers  Custom meter suppression timers

Global suppression timer: 20 Minutes - |

Imtemal suppression timer:

Global suppression timer

The global suppression timer is the default setting which will be set for your gateway unless otherwise specified. This
means that your gateway will only send the latest meter data every 20 minutes even if the meters send data e.g.,
every 2 minutes.

Listen timers  Global suppression timer  Suppression timer indexes  Device type suppression timers  Custom meter suppression timers

Global suppression timer: 20 Minutes - |

Imtemal suppression timer:

Internal suppression timer

The internal suppression timer can only be activated or deactivated if the global suppression timer is set to 0. When
the internal suppression timer is activated, even with the global suppression timer set to 0 the device will have a 10
second internal suppression timer. However, if you put the global suppression timer to 0 and turn OFF the internal
suppression timer, you will truly have no suppression timer at all.

Listen timers  Global suppression timer  Suppression timer indexes  Device type suppression timers  Custom meter suppression timers

Global suppression timer: 0 Minutes -~ |

Imtemal suppression timer: .-
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Suppression timer indexes

This tab will show you and allow you to create your own preconfigured indexes of suppression timers that you can
apply for your meters/sensors. Index 0 is the global suppression timer (default), index 1-3 are configurable, and index
4-7 are predefined.

Listen timers ~ (Global supression timer  Supression timer indexes  Device type supression timers  Custom meter supression timers
Supression timer index [0]: |2D | minutes
Supression timer index [1]: |T-" | minutes
Supression timer index [2]: |15 | minutes
Supression timer index [3]: |3ﬂ | minutes
Supression timer index [4]: |ED | minutes
Supression timer index [5]: |24I} | minutes
Supression timer index [&]: |?2I} | minutes
Supression timer index [7]: |144D | minutes

Device type suppression timers

This tab allows you to set specific device types to follow an index. E.g., if your gateway is picking up Room Sensors,
you can configure it to always handle those devices with a specific suppression timer index compared to another type
of device.

Listen timers ~ Global supression timer  Supression timer indexes  Device type supression timers  Custom meter supression timers
Number of mappings Supression List of cument device type
Selected  Index Type ind’:x supression indexes
Load all

Device type Supression timer index

Add new mapping: Other - | |I} - Global v
Add Delete selected
Delete all

Custom meter suppression timers

This tab allows you to set and determine suppression timers for specific meters/sensors individually. Using the
manufacturing code, serial number, device type and version you can set specific suppression timers to each device
linked to the gateway.

Wildcards can be used for flexibility, e.g., if a wildcard is set for the manufacturing code, all meters with the same
serial number, device type, and version will use the specified timer, regardless of the manufacturer code.

Note: To unlock the Manufacturer code or serial number parameter, simply toggle the “Wildcard” checkbox on and
off.

Listen timere ~ Global supression timer  Supression timer indexes  Device type supression timers  Custom meter supression timers

Manufacturer Code: LAS [] wildeard
Serial number: 99399543 [] Wildcard
Device type: |Cu:um controller e |
Version: |3I} |
Supression timer index: |D - Global - |

Add Clear form
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Routing-tab

For your gateway device, the routing tab will allow you to either filter by manufacturer ID or change if you wish to
route only OMS messages or all messages picked up by the gateway.

Accept Manufacturer ID

This parameter is used if the gateway should only store packets from meters with a specific manufacturer code. In
other words, this is manufacturer code filtering. This is useful in areas where different companies and manufacturers
are active. If all fields are empty, no filtering is done by the gateway and packets from all meters will be stored.

Accepted Manufactur [Ds: Example: LAS

Route messages

This parameter has two options:

e Route only OMS messages: The gateway will only store OMS compatible packets

e Route all messages: The gateway stores both OMS and non-OMS compatible packets

Route messages: |F§oute only OMS messages R |
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Meters-tab

The settings and options in this tab have to do with the internal routing list of a gateway. In this tab, meters can be
viewed, added, and removed as explained in each chapter below.

Automatic meter installation

Automatic meter installation: YES

When this checkbox is marked, a gateway will automatically add received meters to its internal routing list of maximum
2000 unique meters. If it is not desired to add any more meters or to have full control of which meters are stored by
a gateway, uncheck the checkbox.

NOTE: If this setting is disabled and no meters are stored in the internal routing list, then no meters will be stored by
the gateway. In this case, meters must be added manually.

Number of meters

Mumber of meters:  g25 1074 free slots

Load all meters

This field displays how many meters there currently are in the internal routing list of the gateway. On the right-hand
side of the field is the currently available number of slots available. To view all the meters in the internal routing list,
click on the button Load all meters. This will fill up the list on the right-hand side of the program.

Add meter(s) manually to internal routing list

This is where a user can manually add a meter to the internal routing list of a gateway.

Manufacturer  Seral number Device type Yersion
Add meter data: Wildcard o

Wildcard w
Wildcard ~
Wildcard w
Wildcard w
Wildcard w

il

Add meter(s)

To add a meter to the internal routing list, fill in the manufacturer ID, the serial number, the device type and version,
finish by clicking on the button Add meter(s). The meter(s) will then be added to the gateway.

NOTE: Adding meters manually can only be done if the parameter Automatic meter installation is disabled.
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Add meter(s) from file to internal routing list

Instead of adding a meter one by one, a user can instead import a csv-file with many meters.

Import meter data: Example CSV file:
rpermeEEress ManufacturerCode; IdentificationMumber; Device Type; Version

LAS;11111111;18:03

Browse Impaort .csvile LAS.22922922.18:03
Device type by hex. PRESSURE 18
OTHER 0 AD_CONVERTER 19
OIL 1 SMOKE_DETECTOR 1A
ELECTRICITY 2 ROOM_SENSOR 1B
GAS 3 GAS_DETECTOR 1C
HEAT_OUTLET 4 DOOR_WINDOW 1D
STEAM 5 LEAKAGE_DETECTOR 1E
WARM_WATER 6 OCCUPANCY 1F
WATER 7 BREAKER 20
HCA 8 VALVE 21
COMPRESSED_AIR 9 CUSTOMER_UNIT 25
COOLING_OUTLET A WASTE_WATER 28
COOLING_INLET B WASTE 29
HEAT _INLET C CARBON_DIOXIDE 2A
SYSTEM_COMPONENT D VOC_SENSOR 2B
UNKNOWN_MEDIUM E COM_CONTROLLER 31
CALORIFIC 14 U_REPEATER 32
HOT_WATER 15 BI_REPEATER 33
COLD_WATER 16 RADIO_CONVERTER_SYSTEM 36
DUAL_WATER 17 RADIO_CONVERTER_METER 37

To add a file, click on “Browse” and select the csv-file with the meters to be added to the gateway. Once a file has
been selected, click “Import csv-file” to start uploading the meters in the file.

Note: The csv-file MUST on the first row start with the text ManufacturerCode - IdentificationNumber -
DeviceType - Version in their own respective columns, otherwise the file will not be uploaded to the gateway.

Note: Adding meters manually can only be done if the parameter Automatic meter installation is disabled.
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Delete meter(s)

Date: 2025-05-26

This is done if one, or several, meters should not be retransmitted by a gateway. To see this list, first click on ‘Load all

meters.

To remove all meters, click on the button Delete all. This is only possible if Automatic meter installation is enabled.

Use the button Delete selected if only selected meters should be deleted. Simply mark the meters in the list which are
unwanted and click on the button Delete selected — the gateway will then remove the selected meters from its internal
routing list. The button Delete selected is only enabled when the parameter Automatic meter installation is disabled.

Selected

N T o o

Index

504
To2
T26
713
1221
1261
1772
2749
633
471
919
ar4
519
727
175
1437
1485
313
710
1462

MAN

LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS
LAS

0]

00197550
00197735
00197736
00197939
00199013
00199014
00199054
00201010
00203043
01002019
01002081
01002058
01002063
010020749
01002135
01002197
01002199
01002207
01002279
01002396
01002413

Type

Version

Unidirect repeater | 0Bh

Carbon dioxide
Carbon dioxide
Com controller
Room sensor

Room sensor

Com controller
Room sensor

Room sensor

Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor
Smoke detectaor

0Ah
00h
1Eh
46h
46h
1Eh
1Eh
1Eh
0Ah
0&h
0Ah
0&h
0Ah
0&h
0Ah
0&h
0Ah
0&h
0Ah

I:-_--

~

This iz the list of all meters cumenthy
in the repeater.

Removes elected meters from
the routing list. Please note that
max 5 meters can be removed at
atime.

Delete selected

Remove all meters fram the routing
list and all data.

Mote. The complete clear of memory
takes about 60-120 seconds. Be patient.

Delete all
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Clock-tab

This tab shows information about the internal clock of the gateway.

nn7na nn

Repeater clock (UTC) 2020-07-03 08:11:55

Clock diff {s): 0

Sync clock with PC

The upper field, Repeater clock (UTC), displays the internal clock of the gateway as UTC-time while the lower field,
Clock diff (s), shows how many seconds the internal clock of the gateway differs from the current clock on the PC.

The gateway keeps synchronization using the configured NTP server so no synchronization with PC is needed. To
synchronize the gateway clock to the PC, simply click on the button Sync clock with PC.

NOTE: The time synchronization is performed each time the device connects to the internet or every 12 hours. The
gateway LAN-WMBUS-GWS5 has a highly accurate onboard temperature compensated clock for minimum drift and the
expected drift is less than 0.5 seconds/day.

Bridge-tab

This tab contains settings on how the gateway should connect and communicate with MQTT. Some of these settings
are only applicable for the LTE-M1 and CAT1/4G gateway while others are for the ethernet gateway (Example: B4-M-
LR-A1-ETH).

In this tab it is possible to configure the MQTT server addresses. The new setting will come into effect on the next
connection to internet or by forcing a new connection to internet by doing a restart. To do a restart, click on the
button Restart in the Basic tab.

Note: When connecting via the LAN-WMBUS-D1/D2-TC dongle and not entering an AES key only the first letter of
the MQTT settings will be retrieved.

Important: Make sure that all settings are valid when changes are made on a device in a remote location. If the
settings are incorrect then it will not be possible to do any more configurations using the MQTT interface.

Make sure that all 4 settings are set correctly; MQTT host, username, password, and port since they are sent in the
same configuration packet to the gateway. Meaning if only 1 parameter is changed the 3 other parameters are also
changed to the current value in the GUL.
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MQTT settings
These settings are only applicable for the LTE-M1 and CAT1/4G gateway.

MOTT settings MQTTtimers Ethemet settings  Cerfficates  Firmware upgrade
MQTT host: lp | onpor:
MQTT usemame: | L |
MQTT password: |4 |
MQTT custom prefix: | |
Intemet security: |TL5 off v| |Nune v| L
APN: | |
NTP: |puo|.rrtp.urg |
MQTT always online: YES

Internet Security

e Itis possible to turn on communication using TLS for the gateway when communicating with the MQTT
broker.

e Server and client authentication requires preloaded certificates.
e SNI checkbox: You can enable or disable the gateway to use SNI when contacting the MQTT broker.

APN
It’s possible to enter a specific APN, if needed. For LTE, the APN will be retrieved from the network if left empty in
the configurator.

NTP
It is possible to setup a specific NTP server if desirable.

MQTT always online

This parameter should only be activated when having a GW5 Mains unless you are doing short-term tests with a
battery driven gateway, otherwise the battery will be depleted very quickly. If connection drops it will automatically
try to connect again.

MQTT timers

Upload time schedule

This is the time that the modem will connect to the MQTT server and upload the stored data. If the setting MQTT
always online is set to yes, this setting has no effect.

Note: Do not set the setting Modem upload time to the same value as the listen time under Listen/pause timer.

The best solution on battery driven gateway is to first listen for incoming wM-Bus data then setup the gateway to
upload the data later the same day.

Example:
Listen start time = 05:20

Listen time: 30 minutes
Modem Upload time: 06:00
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MQTT settings  MQTTtimers  Ethemet settings  Certfficates  Firmware upgrade

IUpload time schedule: 10:41 < on [«] Mo Tu We Th Fr Sa Su

|Dncertaindatesv| on 11 2 3 4 5 e M7
18 [19 [10 111 [#112 [#]13 [~] 14
[«]1158 [~ 16 [~117F [~118 [~]119 [~]20 [~] 21
M22 123 124 4125 L1268 []127 []28
23 30 3

Select all Clear
Maodem upload time interval: |2-ih o |
Min upload time interval; |D | Hours: [0 .. 255]
Random modem upload time: |1] | Minutes: [0 .. 720]

Here you can select specific dates if the Repeat start time schedule is set to “On certain dates”. For instance, if
uploads are needed on the 1% and the 15™ of every month, but only on weekdays (Monday to Friday), select “1” and
“15” and mark “Mo, Tu, We, Th, Fr”. If the 15 falls on a weekend and Monday is on the 2", the upload will take place
on the 2" instead of the 1°t.

Certificates

Cument certificate status: Add/replace cerificate:

Timestamp (UTC) Applied (UTC) Certfficate type Root ~

Root cerificate:
Certificate location: | EBrowse

Cliert certfficate
Add certificate

Client key cerificate: [

Apply certificate(s)

Under the certificates tab, it is possible to upload certificates to your gateway. 3 certificates can be selected in the
dropdown menu on the right-hand side. Root, Client Key and Client. Simply add them one by one and finish the
upload by pressing “Apply certificate(s)” on the left-hand side. Note that pressing “Apply Changes” instead of “Apply
certificate(s)” will not upload the certificates.

Firmware upgrade

MQTT settings MQTTtimers Ethemet settings  Certficates  Firmware upgrade

MCU1 HWmodel: 1 New FW LIRL:

HW version: 2 New FW version:

FW version: 1015

Upgrade bridge fimware(s)

The firmware upgrade tab will allow you to manually update the firmware of the gateway. Simply type in a valid URL
to the firmware as well as version number and finish by pressing “Upgrade bridge firmware(s)”.
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Check routed messages with Packet Sniffer V2

Our program, Lansen Configurator, also includes a sniffer tab called Packet Sniffer V2. This page is seen in
the picture below. By using Packet Sniffer V2, henceforth called the Sniffer, one can observe all packets sent
in the area, both by meters and repeaters. It is important to note that the sniffer will not work unless you have
a Lansen Dongle connected to your PC.

/A Lansen Configurator rev 1.8.0.5 LAN-MBUS-R2/R3/R4 V10 and V11/Bridges/Pulsecounters Date 20250320 - [m] x

Connected to Dongle with config COM5 @ 115200 baud. version: 115.1.1570 Logtofie: (] Browse StartLogging

Config Repeater / Bridge  Corfig Pulse Meter Corfig Pulse Counter  Config Modbus Master | Packet Shffer V2 Custom control

Man Seral Ver Last routed ~| [ Autoscroll Only Latest Data
ety i o e LA by @R o Mt
P o
2025-05-08 09:02:06:869 |-54 47 LAS 00160663 | 09h Room sensar | 00000009 2071 2039 |2047 |32 3 30 L Fiter outed By el

Meters Routed By Columns  Keys
D~ Tpe A

20 zocs 058 ovagrwrse | o4 47 |Lis ovtaosea s moomsersor| |20 20w ;e s m m |

2
]
=
z

LAS 00162414 | VOC sen
LAS 00162415 VOC sen
LAS 00162416 VOC sen
00162634 | Roo

LAS 00160664 |Room se
LAS 00160665 |Room se
(12203 suas050sopsuinzin g3 |47 s loowooes osn |moomsansor|  |zaor zea o | |z || | 1 |45 ootsoess meomss
M |Las 00160667 |Room se&
M |Las 00160668 | Room s
\za0e zuasosozossvzzamt 47 |47 s loptomns o |Roomsemsar]  |eis ziri 2z w2 || [ f1 (s ootosss meomss
M |Las 00160670 |Room s
I LAS 00162413 | VOC sen¢
|

(7 o500 n.aanas|-s1 a7 |is ovieooer o moomsensor| 2209 2240 219 0 0 m |

O |Ls 00163038 | Carbon d

O s 00164822 | Leakage

O s 00180549  Room se

(2255 205050503 4gsz5o 55 47 1S ooteoses Lo Roomsensor| |21 262 22 3t 0z || | | O | ooterses comeon
O |Las 00189169 | Com conl

oo sozcosoa0pwione ot 51 s oot n moomeensor ot o we w0 s ||| O |Ls o016t comeen
O |Las 00189173 | Com conl

[1 |LAS 00190606 | Com conl

I LAS 00197550 | Unidirect

i2o0s z02c0508094811574 95 (&7 s looteosrt o [moomsensor| |z103 zror 205 ot (31 o || | [ O] s oot canons
LAS 00199013 | Room se

Overview for the page Packet Sniffer V2.

Overview of the Sniffer

The Sniffer-view, as seen in the picture above, contains two lists — Primary list (left side) and secondary list
(right side). The primary list shows information about the packets which the USB-dongle picks up while the
secondary list contains some tabs which change what is shown in the list.

Furthermore, there are a couple of options in the sniffer, located in the upper right corner, that can be used
to sort out or filter out necessary data in the primary /ist.

Sniffer options

The Sniffer has some options in the upper right corner which can be used to change what is shown in the
primary list. Each option is explained below in greater detail.

Autoscroll

While active, the Sniffer will automatically scroll down to the bottom of the primary list every time a new
packet is received. This option can be disabled so the user can scroll up in the primary list to observe older
packets while still receiving new packets.

Filter Meters

When this option is enabled, then data will be filtered by the devices chosen in the tab Metersin the
secondary fist. By using this option, one can see packets from one (or more) specific meter which makes it
easy to see if a meter is being retransmitted by a repeater or if packets from a repeater is being
retransmitted by another repeater in a multihop setup. Simply mark the checkboxes of the meters which
should be filtered in the secondary list.

Note: This option filters on the serial numbers visible in the column called Serial in the primary /list.
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Filter Routed By

This option is similar to the previous option, Filter Meters, but instead of filtering data which has been sent by
selected meters, this option filters out data which has been transmitted from the specific repeater chosen in
the tab Routed byin the secondary list

Note: This option filters on the serial number in the column called Last Routed By in the primary list.

Only Latest Data

By using this option, the latest packet which has been picked up, whether it is a message transmitted from a

meter or retransmitted from repeaters, will be shown. For example, if there is one meter and two repeaters in
a setup, then there will be three rows in total. The value in the rows is updated whenever the Sniffer picks up

a new packet.

This option can be used to minimize the number of rows shown in the program to get a better overview of all
meters and repeaters in the area. If all packets need to be displayed in the Sniffer, then this option must be
disabled.

Clear All

This button is used to clear all the packets read so far with the program and will therefore clear the primary
fist.

Primary list

This list, shown on the left side of the program, displays all the packets which has been received so far by the
USB-dongle. How the packets and information for each packet is shown depends on the options selected in
chapter Sniffer options and under the secondary list, columns.



Lansen configuration manual for Lansen wM-Bus GW5 (MQTT) Rev: F Date: 2025-05-26

Something to note is that each row is colored, and each color has a meaning. This is described in Table 2
below. The reception depends on the RP: RSS/-column, i.e., how strong the signal is between the repeater
and a meter.

Itis also possible to sort the rows in this list by clicking on the top row of the columns which is going to be
sorted. For example, all meters and repeaters will be sorted by serial number, from low to high, when clicking
on Serial.

Table 2: Meanings of each color observable in the Sniffer. The reception is measured between repeater and meter.

Color meaning Color

Good reception between meter and repeater

Okay reception between meter and repeater

Medium reception between meter and repeater

Bad reception between meter and repeater

Really bad reception between meter and repeater _

Meter packet picked up directly by USB-dongle

Status packet sent by a repeater (not meter data)

Secondary list

This list is used as a complement to the options in chapter Sniffer options and changes what is displayed in
the primary list. There are four tabs in this list: Meters, Router By, Columns and Keys.

Meters Weters Routed By Columns Keys
Fitered MAN 1D Type @
LAS 00190606  Com conl
LAS 00197550 Unidirect
LAS 00197736 | Carbon d
LAS 00198013 Room se
LAS 00199014 Room se
LAS 00199054 Com conl
LAS 00206467 | Carbon d
LAS 00206468 Carbon d
LAS 00206470 Carbond
LAS 00206471 Carbon d
LAS 00206472 Carbon d
LAS 00206473 Carbond
LAS 00206474 Carbon d
LGB 01137524 | Gas
LAS 02000480 Room se
LAS 02000482 Room se
LAS 02001479 Room se
LAS 02002329 Room se
LAS 02004115 |Room se
LAS 04004179 | Carbon d
LAS 04013500 Carbon d
LAS 11111111 Leakage
FLO 15170191 | Gas
BMT 15176158 | Water

BMP 15800072 |Heat Cos
v

This tab, as seen by the picture on the right, contains four columns. For each new
meter which has been received by the program, a new row is created, and each row
contain the meter manufacturer code, serial number, and type.

The first column, Filtered, is used together with the option Filter Meters. If the option
Filter Metersis enabled, then only the meters marked in this tab will be displayed in the
primary list. This is useful if there are a lot of meters in the area and only a couple of
meters are of interest.

The second column, MAN, contains the manufacturer code for each meter received. By
clicking on the text MAN, the list will be sorted alphabetically (A to Z) for each
manufacturer code.

The third column, /D, shows the serial number for each meter received by the program.
By clicking on /D, you will sort the list from lowest to highest, and if you click twice, it
will be sorted from highest to lowest.

100O0DOoooooooooooooooooood

out  |asnsenan [natar

~
v

The fourth column, 7ype, shows which type of meter it is. This column can also be used to sort the list by
clicking on the name 7ype which then will sort the list alphabetically (A to Z).
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Routed By

This tab, seen in the picture on the right, only contains a checkbox
and a serial number. For each new repeater received by the
Sniffer, a new checkbox is created with the corresponding serial
number of the received repeater.

Date: 2025-05-26

[] 99395778
[] 00190606
[] 00189170
[] 00000025

This tab is used together with the option Filter Routed By. If the option is enabled, then only packets
transmitted or retransmitted by the selected repeaters will be shown in the primary list.
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Columns

This tab is used to change which columns are shown in the primary /list. Each available option is displayed in

the table below. For further information about the DR1-25 alternatives, please look at the WMBUS data
format guide for your product on our website www.lansen.io.

Column name

Meaning

When a packet is received, it is assigned an ID number. Each time a new packet is received,

ld the ID is incremented by 1.
Time Timestamp when the packet was received by the computer.
Signal strength of the packet sent by a repeater/meter and received by the USB-dongle.
RSSI . . )
Value goes from O (strong signal) to larger negative values (weaker signal).
MBUS mode Shows which MBus mode this packet was sent as (S-, C-, or T-mode).
Frame format Shows which Frame Format this packet was sent as (A-, or B-format).
Ereq Error (kHz) Shows approximately how much off the center frequency (868.95 MHz) the repeater/meter
was when sending this packet.
Length Number of bytes in the received data packet.
Man (LLA) Manufacturer ID of the device, either repeater or meter, which sent the packet.
Serial (LLA) Serial number of the device, either repeater or meter, which first sent out the packet.
Version (LLA) Version of the device, either repeater or meter, which first sent out the packet.
Type (LLA) Shows what type of device, either repeater or meter, which first sent out the packet.
Shows if this packet is using short header (0x7A) or long header (0x72) in the Cl-field.
NWK
Note: If long header is used, then more information can be found in the ALA columns.
Enc. Mode Shows if this packet is encrypted (0x05) or not (0x00).
Status Shows the status byte (also called Status Field) of the original transmitter of this packet.
Acc Shows the access number of the original transmitter of this packet.
Shows the manufacturer ID of the device which the meter data of this packet belongs to.
Man (ALA)
Note: Only shown if packet was sent using long header in the Cl-field.
Shows the serial number of the device which the meter data of this packet belongs to.
Serial (ALA)
Note: Only shown if packet was sent using long header in the Cl-field.
Shows the version of the device which the meter data of this packet belongs to.
Ver (ALA)
Note: Only shown if packet was sent using long header in the Cl-field.
Shows what type of device of which the meter data of this packet belongs to.
Type (ALA)

Note: Only shown if packet was sent using long header in the Cl-field.

RP: Last routed by

Shows the serial number of the repeater which retransmitted the data most recently.

RP: Hops

Number of times the packet has been retransmitted by repeaters.

RP: RX state

Shows which transmission state the repeater is currently in. TRUE=Listening and
FALSE=Pausing.

Note: If a magnet has been used to wake up the repeater, then it is possible for the repeater
to transmit data even if this column is FALSE.

RP: Time to change

Indicates how many seconds it is left until the repeater changes the RX-state.

RP: Current time

Shows the current time on the repeater.

RP: Start time

Shows the time set for the parameter Start timeif it is active.

RP: Listen days

Shows the selected weekdays for the parameter Start timeif it is active.

RP: Microrepeater

Shows if the repeater is a microrepeater (1) or a normal repeater (0).

RP: Mains connected

Shows if it is a mains-operated (1) or battery-operated (0) repeater.

RP: Listen active
reason

Shows what the current listening reason is. See Table 3 for more details. Note that multiple
reasons can be active at the same time.

RP: Relative RSSI

Signal strength of the packet sent by a repeater/meter and received by the repeater. Value
goes from O (strong signal) to larger negative values (weaker signal).

Raw packet

Shows all bytes in the received packet.
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Table 3: Description of the different values in columns RP: Listen active reason.

Bit Meaning
0 (0x01) Listen timer running
1 (0x02) Short listen window (60 seconds) for parameter Start timeis running
2 (0x04) Long listen window (time set in parameter L/sten/pause timer) and parameter Start timeis
running
3 (0x08) Monthly listen timer running
4 (0x10) NOT USED
5 (0x20) Magnet/reed timer running
Keys

This column lets you add CSV files with AES keys to LansenConfigurator, allowing your dongle to decrypt the
information passing through it. Press Load/add keys and select your CSV file. Clear keys will clear ALL keys
added to the configurator. This does NOT add keys to your device which is later saved! Furthermore, this is
not saved to your dongle either, so the keys will have to be uploaded every time you connect to
LansenConfigurator.

The format for the CSV file is:

Serialnumber;AESKey
0000000Z; X XXXXX XXX XX XXXKXXXXXXXXXXXXXXXXX

The Xs represent the AES key found on our website, www.lansenonline.com.

Meters Routed By Columns Keys

D Key
4ACAB0 06 DF 80 5F 28 38 82
00160661 |21 4D 8B EB C5 97 90 BS 90 34
00160662 |65 00 26 9B 87 CD 51 E3 F9 F{
00160663 |93 09 B1 58 D6 E3 89 50 OF 5A

(How it looks in the sniffer once the keys have been added)

Logging data to file

Logtofile: []
The

Sniffer allows the user to log the received packets in the program onto a file on the computer. To do this,
follow the steps below:

1. Click in the checkbox so it is marked. This will enable the button Browse.

2. Click on the button Browse and navigate to a place on your computer where you want to save the file. Give the
file a name in the field called File name and click on Save. This will activate the button StartLogging.

3. Click on the button Start logging. The program will now save all packets with all columns shown in the primary
fist.
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